


FEATURES

www.gajshield.com

Scrutinises IP, domain of mails
Reputations check and validation
Bounce history, address authentication
DMARC and DKIM checks
Analyse message and content structure
Analyse Image, Digital signature, keywords in 
context
Scan embedded URIs
Categorizing
Advanced Intelligent Sandboxing.
Complete Mail Analysis
Deep Mail Inspection 

Network Sandbox:

ADVANCED THREAT PROTECTION:
Deep packet analysis
Restrict Content sharing
Easy Policy implementation
Unique group mailing policies
Protect Critical Data
Supports major mail services

DATA LEAK PREVENTION:

Scans SMTP, POP3 traffic for spam 
Detects, tags or quarantines spam mail 
Content-agnostic spam protection including 
Image-spam
Preemptively stops sophisticated threats like 
phishing, pharming & zombie attacks 
RBL lists 
Enforces black and white lists 
Real-Time protection from emerging threats 
Language, content, format & signature 
independent spam prevention 
Detects phishing URL in emails 
Quarantine Spam Mails 
Mail Archiving

GATEWAY ANTI-SPAM

An Intelligent Network Sandbox solution that has anti-evasion capability for protection against malware 
that understands and detects a virtual environment. With the ability to sandbox various file types and 
embedded URLs, our intelligent sandbox inspects content that a traditional signature-based antivirus 
cannot identify as malicious and categorise accordingly.
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Powerful and Real-Time protection from Virus 
outbreaks 
Scans HTTP, HTTPS, FTP, POP3, SMTP & SMTPS 
traffic 
Detects and removes viruses, worms and all 
kinds of malware 
Instant identification of virus infected users 
ZERO Hour Virus protection 
Spyware, Malware, Phishing protection 
Automatic real-time Virus update 
Complete protection of traffic over all 
protocols 
Last virus update definition 
Complete report

GATEWAY ANTI-MALWARE
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Address: 4, Peninsula Center, Dr. S. S. Rao 
Road, Parel,  Mumbai, India - 400012 
Phone: +91 (22) 66607450 
Email: info@gajshield.com

Get in touch:

GajShield Infotech (India) Pvt. Ltd.

SHIELD
Progressive Security

GAJ

Recurrent pattern Detection:
At the heart of the GajShield’s Mail Security is its powerful, Recurrent Pattern Detection, spam engine 
that identifies spam patterns regardless of content, format, or language. By immediately detecting new 
attack patterns, and maintaining a database of spam outbreaks, the RPD engine identifies the quantity 
and the speed of the distribution of spam.
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